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o I ANEZEE Authentication — Authentication Assurance Level (AAL)
o AAL3 gg%munm 14 //7 ﬂ'lﬁ |$€Z"E~, AAL2 9%% n:uxnIE%LlZ‘g,E\, 74‘)9>7m¢'|$
(F:E#IRA[, AAL1 BEZEFRFREE (DS-511)
o AAL1 Provide minimal protections against attacks. Deter password-focused
attacks, AAL2 Require multifactor authentication. Offer phishing-resistant options,
AAL3 Require phishing resistance and verifier compromise protections (NIST)

° Efxﬁﬁuﬂ |dentity Proofing — ldentity Assurance Level (IAL)
IAL3 TORILELDIREE, IAL2 EETEHEME~NDESR or dETOYEMREZHE,

IAL1 SEXE TOMEMRELZHER (DS-511 fLEDIT)
o IAL1 Limit highly scalable attacks. Protect against synthetic identity, IAL2 Limit scaled and

targeted attacks. Protect against basic evidence falsification and theft, IAL3 Limit
sophisticated attacks. Protect against advanced evidence falsification, theft, and repudiation.
Protect against advanced social engineering attacks (NIST Control objectives)
e 7JxTL—3r — Federation Assurance Level (FAL)
o FAL1 Protect against forged assertions, FAL2 Protect against forged assertions and injection
attacks, FAL3 Protect against IdP compromise (NIST)



AALDRET (NIST)

{5l 2 [(XAAL37= & (hardware — non-exportable

31f: Authentication at AAL3 is based on proof of possession of a key through
a cryptographic protocol. AAL3 is like AAL2 but also requires a “hard”
cryptographic authenticator that provides verifier impersonation resistance.
4Kk Authentication at AAL3 is based on the proof of possession of a key
through the use of a cryptographic protocol and either an activation factor or a
password. AAL3 authentication requires the use of a public-key cryptographic
authenticator with a non-exportable private key that provides phishing
resistance.
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IALOZET (NIST)

BIZILIAL11=& (BRRDIALTIF7EK7EY, 3RRDIAL2 (D —ER) A4k DIAL1TIZ)

e 3fii: There is no requirement to link the applicant to a specific real-life identity. Any
attributes provided in conjunction with the subject’s activities are self-asserted or
should be treated as self-asserted (including attributes a CSP asserts to an RP).
Self-asserted attributes are neither validated nor verified.

e 4jf: IAL1 supports the real-world existence of the claimed identity and provides
some assurance that the applicant is associated with that identity. Core attributes
are obtained from identity evidence or self-asserted by the applicant. All core
attributes are validated against authoritative or credible sources, and steps
are taken to link the attributes to the person undergoing the identity proofing
process.
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FALDZRET (NIST)

Z D HiIIZOpenID Connecth A4 /12, Subscriber-Controlled Walletsh¥:E IS4 7=

® 3ﬁ ﬁ%'ft 1)) ﬁ ﬁﬁ Requirement
o 4“& % EJZ ;‘T_I' % t Audience Restriction
{SREDHESL

FAL2ClZIdP-initiated SSO& T
front-channel presentationl&NG Protection

Trust Agreement
Establishment

Replay Protection

Requirement
Identifier and Key
Bearer assertion, signed by IdP. Establishment

Bearer assertion, signed by IdP and encrypted to RP. Presertation

Holder of key assertion, signed by IdP and encrypted to RP.

3hi

FAL1

Multiple RPs allowed per assertion;

single RP per assertion
recommended

Required per RP

Recommended for all transactions

Subscriber-driven or pre-established

Dynamic or Manual

Bearer Assertion

4hl

FAL2

Single RP per
assertion

Required

Required; transaction
begins at the RP
Pre-established

Dynamic or Manual

Bearer Assertion

FAL3

Single RP per assertion

Required

Required; transaction
begins at the RP

Pre-established

Manual

Holder-of-key Assertion
or bound authenticator



