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What We Achieved

* Most used identity protocol

* Thousands of interoperable
implementations

* In every conceivable language

* Certification Program making
Interop a reality

 ISO accepted our submission
for republication
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Code flow

code flow
User Agent Relying Party OpenlD Provider(AuthZ) OpenlD Provider(Token) OpenlD Provider{userinfo)
Access >
P Redirect to OpenlD Provider{Authorization)
Authentication & Consent > %% @EIEFH D ﬁﬁ@ HY ?%E'r'bu serlnfof\O) 7
Redirect to Relying Party with Authorizati ode t 7tZ€L,7Ld:<—C:E)RP75\bOP’\O)’f.V
< irect to Relying Party wi rization c as query parameter /‘rj?/ FE1§73‘%.¢.T6
Send Authorization code as guery parameter >
Reguest id_tokenfaccess token using Authorization code >
< Send id_token/access_token
(optional) Reguest user information using access token >
< (optional) Send user information
< Frovide service
User Agent Relying Party OpenlD Provider(AuthZ) OpenlD Provider(Token) OpenlD Provider(userinfo)
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Implicit flow

Implicit Flow
User Agent Relying Party OpenlD Provider(AuthZ) OpenlD Provider(userinfo)
ACCEess >
< Redirect to OP{Authorize)
Authentication & Consent >
Redirect to Relying Party with id_token/access_token as fragment = o
“ Loy = £ £ RELFADROIIG OuserinforD 7

Send id_token as fragment > D RE LEITNIERPAALOPAD A >

N FEEIRFEE LG

Parse fragment and get id_token/access token :

(opticnal) Request user information using access foken >
< (optional) Send user information
< Frovide service
User Agent Relying Party OpenlD Provider(AuthZ) OpenlD Provider{userinfo)

by gt e o e e iy g o v 19



id_token (SAML Assertion(CHHZ4)

. JWT (USON Web Token) =

« JSON Web Token (JWT) - draft-ietf-oauth-json-web-token-11 H A&z

« http://openid-foundation-japan.github.io/draft-ietf-oauth-json-web-token-
11.ja.html

« OpenIDI7IYT =23V - IvI\VEIIR - BBEWG
- NEPEIE
« NYY I BEVPEBES{LERARE
« NMO-F:J0L-L (BH) tyb BBES{IZHE
- VIZFv i TIINEA
» Base64Url IV J-kL. ""CH&IN-IEEE TS

 eyJhb--snip--iJ9.eyJpc3--snip--pwln0.gC4ub--snip--yBm0O



http://openid-foundation-japan.github.io/draft-ietf-oauth-json-web-token-11.ja.html
http://openid-foundation-japan.github.io/draft-ietf-oauth-json-web-token-11.ja.html

id_token®Ds 5 (LINE OPD131))

ClaimType _ |Value ______________[Nots

iss https://access.line.me IWTDH1TE (issuer) ZXRIHAIF
sub U9f1cac4f164ef3f5c02c92d0067a11 JWTDEE (subject) &R IHBIF
al LINED#Z & (duserld
aud 1516319320 JIWTOH1TH (audience) #FRIHBIF
LINEDZ & ldclient_id
exp 1552324580 IWTDOESIEAR (UNIX Time)
iat 1552320980 JIWTOFATHZ) (UNIX Time)
nonce 51501f6a-9a12-4d42-ad72- YOI AFICEZRE LTznonce DB
0d36e44dfo6f YOI ALEFITENEId _tokenDHF DIENNYF T BN EINEIR
BLESMAKNEZRHMIT S
name Naohiro Fujie Z 8l LINEDZ B IR TE
picture https://profile.line-scdn.net/Om0--  JOJ71)L EEMDURL
SNip-- XXX

email naohiro.fujie@xxxxxxx.jp X=)L7 LA
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OpenlD Connect for Identity Assurance®f]

"verified_claims": {
"verification": {

"trust_framework": "authority_claims_example_framework", % W —
ny n,n . n 7-56 ] \b\td) |\71 I\j I/_Alj_
time":"2020-04-23T18:25Z", 7( EUEE%L\ '_'_'/_é;h,f- e
"verification_process":"f24c6f-6d3f-4ec5-973e-b0d8506f3bc7" «RUD DRAT 0 .

b

"claims"; {
"given_name": "Bob", Eﬁﬁb\/ﬁbyd) |$| &

"family_name": "Smith",
"birthdate™: "1981-01-26",
"authority": [ {

"applies_to": {
oromaion name. Eemple Company Lmted” BRABOTATYTAT(BES
A . .. HFEFRD [FH

registered_address": "123 Acacia Avenue, Newtown, UK",
"registration_number": "12351235",
"registration_authority_code": "RA000585",
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