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Approaching six in ten (56%) respondents work for an organization that has
suffered a ransomware attack during the last 12 months

Total 24% 33%
India 36%

France 28%

Japan 28%

Italy 27%
Australia

Singapore 239,

us 22%
Gemany

Metherlands 239,

Spain 17% 23%
Middle East 37%

UK 12% 27% 38%
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Number of Devices Malware Encounters
(8/13-12/12/2021)

1,025,348, 3%
1,147,676, 3%
1,277,870, 3%
1,796,340, 5% = Business&Professional
2,116,867, Services
5%

= Education

Retails&Consumer
Goods

Financial
Services&Insurance

0,
3,317,052, 9% =Healthcare&Pharmace

uticals

» Aerospace,
Automobiles&Heavy

Industries
* Mining, Chemicals,

Oil&Gas

sHigh Tech&IT
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2.4

2020 7 0.02%

<10/0]0,

Paid: Columbia College Chicago, UC San Francisco

Not to pay: Michigan State
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Times up. #NetWalker leaked data from the MSU (@michiganstate) ransomware
incident. The first part of the leak is now available for download. This is just a taste

to show how sensitive the info is. It's likely that more MSU leaks will follow, if the
ransom Is not paid. hitps:/t.co/AUoZIE/2hb

— Ransom Leaks (@ransomleaks) June 4, 2020
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Phishing the delivery mechanismof
choice for ransomware and other
(Deloitte Touche Tohmatsu)
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Category Number
Phishing 4,841
Web Site Tampering 251
Malware Site 38

Scan 1,385
DoS/DDoS

Control System

Targeted Threat

Others

Ratio

69.4%
3.6%
0.5%
19.9%
0.1%
0.0%
0.1%

Copyright Osamu Sugimoto



2.6

> T

TOTP




HEBFERMTE
A4V TCHIETS

(RAFis—h—FRESHED )

w7 i Thabiall

TA4FTR—ZIL D5
FUoARAMETIBEIE
LTFTORBFHEICRVET,

O BOGCRELIRREE
B RRE - ARB (SH2E9A278 ) BESC. AR ESEICREBIN TV /¥H/1E
HEMEF/CEHESFE ((¥ELIRICEZ A CHEBELRZVED)
EHEES BHNREOBRTIEFOHREE

O HMELEREAADLET.
O HM/RRENAR-IMYOE\REBEET7Y7O—F,

O THART RBRESTHREINWARTH-F/OBCHYAINIT, (XRE I, EPERH
K&YRZYET)

Copyright Josai University




Amazon

Amazon 7 h7V v h DER%E BT S0
ENHD XY, hitps://
account.amazon JN.com/

Amazon®ZES FRFICREDT1V0
AIEEMEN B D TV 2 IR—I TRIEH
BWL T, http:/fip-amazonilill.xyz

AmazonfEBFIRR Y Y—DiRHIREHEN
FL. OJ4 VL THRELTLESL,

https://user-amazonilito

l.
. 4

+1(202)

FHWOBE TAmazonh Oy 7 &
hFUil.

Amazon

B B 5O Amazon 2
:F_'l U 5:‘( == F—(?‘o

BEZEDAmazonh Alc LiRE
ICREOJ AV DOREHELH D £
IO IR—ITRIEBEVWLE
Fo http:/ ML/

Amazonh 7 h oY MERZERE
LEUL. BERICERLTLE
L\,

FHVWOME, Amazon7ho Y

samulSD&EMBISR. https:/bitly/




1Y 209414 bOH

dMAZON .cojp

HDEI_EH .co.jp an:l_ﬂ_Z_'ﬂﬂ_cu_Jp

A
b

L2y FO—-FREERELET

2020

— J.'.!
04 A 2 H— FEHEE
AR IR L T IEEN
FHTT &C & T, Amazondy
414 FRAIZEBET L

Amaronlzd|in T

ghL LxAmazon@ P H 2 >k E{ERL

« Amazon(ZBEBECHR— L —SA0 S5y 2
- E i _4- o
A s LS ITERENaES |

w3 LTLigEL

§ '5"‘-.-,:

Copyright Osamu Sugimoto a7




2.6 #2
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WiFi PC Web JUNavi Campusmate
WebClass Cypochi CMS DataBrain
VPN
SFC 7
WiF1 WiFI Eduroam CANVASCNS
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2.1 Research Question
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3.1 MEFA

Microsoft Google

Microsoft 3
MEA 99.9
Google SM$
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